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P4GE: 1

This Quick Reference Card outlines the process for requesting and obtaining a NAP User Account and Temporary NAP Password.
It also explains how to change your Temporary NAP Password and how to setup your Challenge Questions.

To request a NAP User Account 4 On the User Information tab on Request User Account
An asterisk (*) denotes a required field. dialog box, complete the following information about your

1 Next ==
1 Start your Internet browser, type https://nap.nwcg.gov/NAP/ requ'est, g Cth
in the Address bar and then press [Enter]. - First Name* - Agency*

. . i - Middle - Office Number*
2 On the Government Warning dialog box, click - Last Name* _ Mobile
3 On the NAP Home screen, click | + Request Useraccount | - Job Title - Fax
- Employee Type* - Email*
- Organization Unit*

2 NAP - NESS Application Por!owmdows Internet Explorer
&G~ |Elhmps nweg.gov.

File Edit WView Favorites Tools Help

T¢Favorites  © 9 (=) Suggested Sites ~ &) New Tab

& NAP - NESS Application Portal

Government Warning

Unauthorized access to this United States Government Computer System and software is
prohibited by Title 18, United States Code 1030.

This statute states that V¥hosver knowingly, or intentionally accesses a computer without
5 P - uch conduct, obtains, alters,
£ NAP - NESS Application Portal - Windows Internet Explorer rized use of (data or a computer

— Il be punished by a fine
@ & w8l htps mweg.gov,

File Edit View Favorites Tools Help pted, recorded, read, capied,
ized persannel. THERE IS
¢ Favorites | 5 (=) Suggested Sites ~ €] New Tab give to law enforcement
puter system
& NAP - NESS Application Portal
[ORIZED, CONSTITUTES
, READING, COPYING OR
[NIYZ] Message Board S Enter Username: 2| Enter Password: ? JTO AN INFORMATION

Request User Account 5 accessed through this

ectine | [EEE g

NESS Application Portal Supported Applications

INCTWEB Administration Test
INCINER Adrministration application

Interagency Cache Business System
Request User Account

User Information Applications Requested Verification Contact Summary

Organization Information System @) sten1-ener user

Frsthame: [ | OfficeNumher: /(305 mw- sod | Ext [
Resource Ordering and Status System wae: [ Mobile: [ )
LastName: %[~ Fax [ )

JobTite: [ | |31 % ] prT——
ROSS 3.0 Employee Type: % | PermanentFullTime  ~|

ROSS for 3x

Enter all ar part afyour Organizatianal Unitname. For example:
Pacific Ranger District or Pacific or Ranger District
wiillamette National Forest orvilllamette or National Farest

Weather Information Management System Test Organization Unit: 3 |Rocky Mountain Ranger District x

WWIMS migration to NAP
igration fo Agency: U3, Forest Senvice x

J/ Trusted sites

Proceed to the next page

&
0 < Helpdesk: 866-224-7677
v () “\ | email: helpdesk@dms.nwcg.gov
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To request a NAP User Account - continued 7 If requesting both a Standard and Privileged NAP User
Account, click | Sepyfram Standard | to copy the contact

information.

8 click [l

5 On the Applications Requested tab, click to select one or
more of the Standard Account Types and Privileged

Account Types check box(es) for your request, and then click

9 On the Summary tab, review your request information, and

then click m

6 On the Verification Contact tab, complete the following
contact information for the manager or supervisor who will
verify your request

_ Contact’s First Name _ Title Once you complete your request, notify your supervisor.
Your supervisor will verify your request and then contact

the Helpdesk, which finalizes and validates your request.

- Contact’s Last Name - Email
- Phone Number.

Request User Account

User Information Applications Requested \erification Contact Summary

e Step2 - Standard andior Privileged Account Access to the Tollowing lication instances

Anpplication Instance Access Standard Account Frivileged Account ‘

IWADMIN-PROD

IWADMIN-TEST
1CAS-PROD

ICBS-TEST

0I5-PROD

Rose PROD Select the applications you need to perform
WIMS-PROD ) )

N your job. If you have any questions contact the
Request a Privileged ACcount only when you will B8 execuling administrative of escalated 1asks, SUCh s user Supervisor who veri]‘ies your reques[_

account management, in the requested application

=] e

Request User Account
User Information Applications Requested Verification Contact Summary

Request User Account
@) Step 3 - Enter the contact information for a manager or supervisor who can validate the need for this account d

Standard Account User Information Applications Requested Verification Cotact Summary
Contact’s First Hame: 3 Title: 3k |Supervisor 9) Step 4 - Review Summary

Contact's Last Name: 3 k E-Mail: 3 |oioroooni@fs fed us User Information: ~ Sally Forth

X — — Rocky Mauntain Ranger District
Phone Number: "
e L (303) 885-9992

iy —— erinimecomick@yahao.com
Privileged Account oy, ot Gtandard, Emplayee Type:  PermanentFull-Time

Application Instances Requested:  WIMS-WIMS (Standard, Privileged)

Contact's First Name: 3 Title: 3¢ | Supenvisor Accounts Requested:  Standard
Contact's Last Name: 3 [oois E-Mail: 3 | tor@fs fed.us Privileged

— Verification Contacts:  Standard
Phone Number:
¥CmE - Fe|ed Tina Vorheck
(208) 875-5649

Privileged
Tina Vorbeck
(208) 875-5649

On confirmation and
approval of your request,
you will receive two email
messages from donotreply@,
nwcg.gov. One message
identifies your new NAP ———— -
User Account and the other  |: et 2 o @ B Y Y i Once you obtain your
identifies your Temporary ' - NAP User Account(s)
NAP password. s e gt ; and Temporary NAP
Password(s), proceed
to page 3!
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To set up your new NAP User Account

4 On the Change Password dialog box, complete the

When you log on to NAP for the first time, you must change following, and then click [N
your Temporary NAP Password and specify your Challenge - in the Current Password text box, type your Temporary

Questions

1 Start your Internet browser, type https:/nap.nwcg.gov/NAP/

in the Address bar and then press [Enter].

NAP Password

- in the New Password text box, type Your New NAP
Password

- in the Current Password text box, re-type Your New NAP

2 On the Government Warning dialog box, click Password.

3 On the NAP Home screen, perform the following, and then

click

- in the Enter Username text box, type your NAP User
Account name

- in the Enter Password text box, type the Temporary NAP

Password.

Proceed to the next page

= NAP - NESS Application Por!OWindows Internet Explorer

rwig.gay,
File Edit View Favorites Took Help
‘rFavories v [5)SuggestedSites v 2]

(€ NAP - NESS Application Portal

£ NAP - NESS Application Portal - Windows Internet Explorer
Go- e

File Edit WView Favorites Tools Help

Uz Favorites 55 €] DFC - Secure Access .., Suggested Sites « & Mew Tab

52/~ | @ Juros Pulse Secure Acc... | € NAP - NESS applicati,

New Tab

| dmh v Page~ Safety v Took v @~

Government Warning

Unauthorized actess to this United Stales Govemment Computer System and software is
prohibited by Title 18, United States Code 1030

This statute states that: Whoever knowingly, or intentianally accesses a computer without

authorization or exceeds autharized actess, and by means of such conduct, obtains, aters,

damanes, destroys, or disclnses infarmation or prevents authorized use of (data or @ computer

owned by or operated for) the Government of the United States shall be punished by a fine
10years, or both

ftored, intereepted, recorded, read, copied,
er by authorized personnel. THERE IS

Ersonnel may give to |aw enforcement

5 USDA computer systemm

DR UNAUTHORIZED, CONSTITUTES
RECORDING, READING, COPYING OR

I @ v Pa afety = Tools » @~ > PEMIORIZED USE TO AN INFORMATION
m

WLV Message Board | [ Retiieve 3 I

Reset | Renuest UserAccount | 3 areessed frough this

vacy shirml e
Decline

Accept

NESS Application Portal Supported Applications

AddHoc
adhac

NAP ST App
AR SUT

NAP SVT News Applications Updated

NAP SYT News

OIS with Autemation Libraries

Organization Information System

Resource Ordering and Status System

ROSS 3.0

Change Password

. AR requires a sirong password thal contains at
Current Password: [~ | Ieast12 characters and mustinclude at least the
. following: 1 upper case leter(s), 1 lower case
New Password: * letter(s), 1 number(s) and 1 special (non-
X alphanumeric) character(s). Previously Used
Contim Passwort: (™1 ] GlC o nay ot ho s

NAP Passwords must be 12 to 32
characters in length and contain
a combination of one upper-case
letter, one lower-case letter, one
number, and one special, non-
numeric character ({(@#3%"*)

i ST Do not use <, >, or &.
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To set up your new NAP User Account - continued

5 On the Challenge Questions tab on the Edit MY Standard
User Account dialog box, click the 1. Select your first
Challenge Question drop-down arrow, and then click the
Challenge Question of your choice.

6 In the first Answer text box, type the Answer to Your
Challenge Question.

7 Click the 2. Select your second Challenge Question
drop-down arrow, and then click the Challenge Question of
your choice.

8 In the second Answer text box, type the Answer to Your
Challenge Question.

9 Click the 3. Select your third Challenge Question
drop-down arrow, and then click the Challenge Question of
your choice.

Set Challenge Questions

By setling your Challenge Questions, you will be able to refrieve your usemname ar res et your password. When
recavering yaur Usemame, you wil have o provide your email address and answer one of the following questions and
your username will be sentto your email address. ffyou have fargotten your passward, you will need to enter your
usemarne and answer one ofthe challenge questions, and a ternporary password will be sentto your email addre

1. Select your first Challenge Question: 3| In what city does your nearest sibling live?
{

Answer: (I

2. Select your second Challenge Question: % l Inwhat city was your father born?

Answer: 3|k

3. Select your third Challenge Question: % [ In what citywas your mather bom?

Answer: ||

10 In the third Answer text box, type the Answer to Your
Challenge Question.

11 When finished setting up all Challenge Questions, click

12 On the Rules of Behavior dialog box, click ol

You may defer the Rules of Behavior twice. The third time
you log on to NAP, you must accept the Rules of Behavior
before you may access your application!

You may now access the NAP
application of your choice!

Rules of Behavior

Helpdesk: 866-224-7677
email: helpdesk@dms.nwcg.gov

S

Notice to User Account emccormick
*fou must accept the following Rules of Behavior prioy 1o being granted access to the NESS Portal and applications. Please read and confim your acteptance before proceeding

Staterment of Information Security

Responsibilities for

Users of US Forest Semice Managed Systems

1 acknowletge that | Understand and agree to cormply with
US Farest Service (USFS) and USDAinformation security
policies and pracedures, as well as with Federal, State,
and lacal laws. | am resonsible to;

* Take appropriats measures to protect infa rrmation fram
US Forest Service Applications from unautharized aceess.
This includes {where applicable) applying security measures
to protect sensitive information stored on my computer,
on ather electronic devices, or on other media such as CDs,
DYDs, and paper

Sign off or electronically lock the computer before leaving
itunatiended

Corply with physical security standards and procedures,
including taking appropriate measures to protect compuler
equipment and oiher electranic devices from thefl, damage,
or unautharized use.

* Gomply with established password standards and procedures
spesified by the Federal Govemment

* Verify that automatic virus prolsction is enabled on the
camputer in use (2.5, Symantec)

* Ensure if| am working remately (those who operate portable
camputer systems in an alternate workplace, [e.9. home
computers]), | take the same precautions as required of
users of stafionary systems to protect the sofware, and
infarmation stored on the compLter.

* Prompty repart all suspected security incidents to the
Application Helpdesk
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