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The FireNet Mission

® Meets PL113-187, incident management needs and
NARA guidelines.

No need for commercial Google

e Similar to commercial/free Gmail accounts
e Secure Collaboration
e 2 Step Verification

Automatic Archive
e Google Vault
— provides e-discovery for all records

— provides legal hold and matter management in the
vault




FireNet Today and Moving Forward

e 75incidents in 2018 used FireNet

e NMAC intends to again recommend use of
FireNet in Calendar Year 20109.

e Self password reset and automatic 2sv setup.

e Two updates pending:
— Google Voice (undergoing security review)
— Electronic Doc Box (pending final approval)




Community Expectations

FireNet email accounts provisioned/priority for:
e Type 1,2,3 incidents

* Dispatch Centers

 National Resources (IHC)




The FireNet Mission

Single System Collaboration

Email

Shared documents
Team Drive sharing
Calendaring
Instant Messaging
Video presence
Screen sharing
Unlimited storage



https://myaccount.google.com/

Account Type Summary

All FireNet accounts operate the same:

Named Account-These accounts are individual based and
named after a person.

Role Based Account-These accounts will be based on a
role. Main dispatch center account/expanded dispatch
center/IMT on an incident or a dispatch center.

Additional Account:

Contributor Account-These accounts are BisonConnect
users that can do most collaboration work needed in
FireNet.




Account Provisioning Process

Federal Account Request

1. Fill out a FireNet Account Access Form

2. Account is Provisioned

3. User Sets Password and 2 Step Verification

Affiliate Account (Sponsor Required)

1. Fill out FireNet Account Access Form

2. Submit Security Training->Sponsor->FireNet Admin
3. Account is Approved

4. Account is Provisioned (if a Named Account)

5. User Sets up Password and 2 Step Verification
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https://sites.google.com/a/firenet.gov/firenet/home/access-to-firenet-environment/haspivcard
https://sites.google.com/a/firenet.gov/firenet/home/access-to-firenet-environment/nopivcard

Tip: My Drive vs. Team Drive

e My Drive
— Files belong to an individual
— Files can still be shared with other users for
collaboration
— Folder and file level sharing possible

e Team Drive
— Files belong to a team
— All files owned by FireNet
— The user that creates the Team Drive could leave
BUT the Team Drive still exists
— Only File level sharing is possible
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Use Case Overview

FireNet will be used to manage all Type |, Il and Ill account creation.
Once the Incident Account Request Form is completed a team drive
and roster will also be created.
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Team Drive should end up back at
dispatch center!



FireNet Website

The go to authoritative website:
www.firenet.gov
e Walk through sign on process

FireNet Web Services

® FireNet Features

e Describes the service and provides training
tutorials

e FireNet Troubleshooting
e Self Service Troubleshooting

® FireNet Training Series
e Video Training Series
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http://www.firenet.gov
https://sites.google.com/a/firenet.gov/firenet/home/information/firenet-features
https://sites.google.com/a/firenet.gov/firenet/home/access-to-firenet-environment/troubleshootaccountsetup
https://sites.google.com/a/firenet.gov/firenet/firenet-training-series

Questions?
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